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Abstract
Constant-time (CT) programming prevents secret data from affect-
ing a program’s timing, but a CT program can still leak secrets if the
CPU’s microarchitecture introduces data-dependent timing varia-
tions. Recent tools attempt to formally verify, at the register-transfer
level (RTL), that a CPU preserves the CT property. In practice, ev-
ery such proof is conditional: it relies on assumptions about the
implementation and the surrounding system.

This paper refines the assumptions behind three proof styles used
by current automated CT verifiers: sampled-ISA self-composition,
safe-instruction reasoning, and taint tracking with declassification.
We show that these assumptions are often more demanding or more
subtle than their high-level descriptions suggest, and that violating
them can hide real timing leaks in practice. To demonstrate the
practical impact, we construct Inconstant, a modified 2-stage Sodor
RISC-V CPU that violates the CT contract while being accepted by
the four publicly available tools that we evaluate (LeaVe, CSL, 𝜇CFI,
and VeloCT). Based on these findings, we provide practical guide-
lines for interpreting and strengthening automated CT verification
results.

CCS Concepts
• Security and privacy → Side-channel analysis and coun-
termeasures; Logic and verification; • Hardware → Functional
verification.

Keywords
constant-time execution, formal verification, microarchitectural
timing side channels, RISC-V, information flow tracking
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1 Introduction
Software that processes secrets, such as cryptographic keys, must
not leak those secrets through timing. Timing measurements of
cryptographic code have repeatedly been turned into key-recovery
attacks [6, 7, 26]. The established defense is constant-time (CT)
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programming, where the developer writes code whose control flow
and memory-access pattern are independent of secret data. At the
source level, this rule is well understood. However, a program that
is CT at the instruction-set architecture (ISA) level may still leak
secrets on a CPU, because microarchitectural mechanisms such
as caching and resource contention can introduce data-dependent
timing variations [25, 27, 47].
Hardware-level CT verification. To bridge this gap between
ISA-level reasoning and CPU behavior, a recent line of work pro-
poses automated formal verification at the register-transfer level
(RTL) [9, 13, 14, 40, 45]. The goal is to prove that a given CPU design
preserves the CT property: if a program is CT according to the ISA
specification, then executing it on the CPU introduces no additional
timing leaks. Such a proof would free the software developer from
reasoning about microarchitectural internals.
The role of assumptions. In practice, every such proof is condi-
tional. Each verification tool relies on assumptions about the CPU
implementation and about the system surrounding it. When those
assumptions hold, the proof is sound. When they do not, the proof
may accept a design that actually leaks secrets, a situation known
as a false negative. For a verification user, the critical question is
therefore not just whether the tool says “pass,” but what conditions
must hold for that result to be meaningful.
Three proof styles. Existing automated CT verifiers fall into three
families, each with a different proof strategy and a different set of as-
sumptions. (1) Sampled-ISA self-composition (LeaVe [45], CSL [40])
runs two copies of the CPU on the same program with different
secrets and checks whether the observable behavior differs. It ex-
tracts the ISA-level trace directly from the implementation rather
than from a separate reference model, and is therefore commonly
described as assuming functional correctness. (2) Safe-instruction
reasoning (ConjunCT [13], VeloCT [14]) identifies instructions that
are inherently CT (e.g., additions that always take the same number
of cycles) and proves that programs composed only of such “safe”
instructions remain CT. It is commonly described as assuming that
only safe instructions execute. (3) Taint tracking with declassification
(𝜇CFI [9]) marks secret data as tainted, propagates taint through
the hardware, and checks whether taint reaches a timing-relevant
observation point (a “sink”). To avoid false alarms from legitimate
data flow, it removes taint on architectural output paths such as
register-file writes, under a stated condition on where those paths
may lead.
This paper. We show that the assumptions behind all three styles
are either more subtle or more demanding than these high-level
descriptions suggest. For each style, we derive a more precise sound-
ness condition and show how violations of that condition can hide
real timing leaks. For sampled-ISA self-composition, full functional
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correctness is sufficient but stronger than necessary: only bugs that
force every distinct timing class to also produce a distinct ISA trace
cause false negatives. For safe-instruction reasoning, soundness
requires that all signals on instruction-carrying paths represent
safe encodings at all times, a system-wide invariant that goes well
beyond restricting the source program. For taint tracking, the stated
condition on declassified paths is necessary but not sufficient, be-
cause it credits an operand input with carrying taint even when
the logic reading that input is never verified as an instruction.

We demonstrate implications of these assumptions individually,
then construct Inconstant, a modified 2-stage Sodor RISC-V CPU [5]
whose timing behavior violates the CT contract yet is accepted by
the four publicly available tools we evaluate: LeaVe, CSL, 𝜇CFI, and
VeloCT. Finally, we distill practical guidelines to strengthen the
assurance that current tools provide.

In summary, our contributions are the following:

• We characterize the soundness assumptions behind the three
proof styles used by current automated CT verification, pro-
viding more precise conditions than prior descriptions.

• We show that these assumptions can be difficult to satisfy
in realistic systems and that violations of these assumptions
can mask CT contract violations.

• We construct Inconstant, a vulnerable CPU that is accepted
by all four evaluated CT verification tools.

• We distill practical guidelines for interpreting and strength-
ening automated CT verification results.

Open-sourcing. The sources of Inconstant and the code for our
experiments are available at:
https://github.com/flaviens/inconstant-artifacts

2 Background
2.1 CPU implementation and integration
Modern CPUs rely on microarchitectural mechanisms that im-
prove performance but complicate security reasoning. For example,
pipelining overlaps different instruction stages. Speculative execu-
tion allows the processor to continue along predicted paths and
later discard wrong-path work. Shared structures and contention
further couple execution timing to implementation details. Systems
generally follow either the Harvard model, which separates instruc-
tion and data memory, or the Von Neumann model, which shares
memory structures between them.
Timing side channels. Timing side channels arise when data
affects execution time. They can appear architecturally, for example
through data-dependent loop bounds [26], or microarchitecturally,
for example through cache behavior [6, 7]. CT programming aims to
eliminate architecturally visible timing dependence, but is agnostic
of the microarchitectural timing behavior of the CPU.
Threat model. We adopt the threat model assumed by the CT
verifiers under study. An adversary observes the timing of an ISA-
level CT program running on a target CPU and tries to infer secrets
processed by that program. Internal CPU state is not directly visible.
Physical side channels such as power and EM are out of scope.

Design
under test

Design
under test

xor

Figure 1: Miter circuit. Two design-under-test (DUT) in-
stances are supplied with identical public data 𝑝 and uncon-
strained secrets 𝑠1 and 𝑠2.

2.2 Information Flow Tracking
An information flow [16, 21–23, 34] is defined between a source,
which provides information, and a sink, which may be affected by it.
In confidentiality settings, the source provides secret data and the
sink is observable by an adversary. Information propagates from a
source to a sink if changing the source eventually affects the sink.

Hardware verification tools commonly model information prop-
agation in one of two ways [8]. Taint tracking augments the design
with taint tags propagated through instrumentation [2, 9, 37, 39, 41].
Self-composition, also known as miter circuit, duplicates the de-
sign and checks for secret-dependent differences between the two
copies under a miter-style construction [13, 14, 40], as illustrated in
Figure 1. Among the tools considered, 𝜇CFI [9] uses taint tracking;
the others use self-composition.

2.3 Non-Interference Properties
Hardware-software contracts. A CPU, given a program and data,
can bemodeled as producing a sequence of observable events, called
a hardware trace [31]. Hardware-software contracts [19] (we will
refer to them as contracts in this paper) define both an execution
mode and an observation mode. The execution mode determines
which instructions execute in the sense of producing observable
events, potentially including transient execution. The observation
mode determines which events are visible to the adversary for
those executed instructions. The CT contracts used by the tools
in this paper generally assume sequential execution and a CT ob-
server. Under that observer, the adversary sees the sequence of
executed PCs, memory addresses accessed by executed instructions,
and operands of variable-latency instructions. These observations
capture common timing channels, including address-dependent
memory latency [6, 7, 17, 18, 27, 29, 47, 48] and contention on
shared execution units [1].
Non-interference. Non-interference is stated with respect to a
fixed contract. It requires that observable behavior under that con-
tract be independent of secret data. Let (𝑃,𝑀𝑝 , 𝑀𝑠 ) denote a pro-
gram 𝑃 with public data𝑀𝑝 and secret data𝑀𝑠 . A CPU implementa-
tion satisfies the relevant non-interference property if, for all 𝑃 ,𝑀𝑝 ,
and all secret pairs 𝑀𝑠 , 𝑀

′
𝑠 , Equation 1 implies Equation 2. Equa-

tion 1 says that the two executions are indistinguishable at the ISA
level, while Equation 2 requires the same of the implementation-
level trace. Intuitively, non-interference requires the implemen-
tation not to introduce secret-dependent observable differences
beyond what the ISA already exposes.

ISA(𝑃,𝑀𝑝 , 𝑀𝑠 ) = ISA(𝑃,𝑀𝑝 , 𝑀
′
𝑠 ) (1)

https://github.com/flaviens/inconstant-artifacts
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Micro(𝑃,𝑀𝑝 , 𝑀𝑠 ) =Micro(𝑃,𝑀𝑝 , 𝑀
′
𝑠 ) (2)

3 Assumptions
3.1 Proof Style 1: Sampled-ISA

Self-Composition
LeaVe [45] and CSL [40] sample the ISA trace from the execution
of the CPU under test, without relying on an ISA model.

Traditional sampled-ISA self-composition assumption
formulation. LeaVe [45] and CSL [40] require the CPU to be
functionally correct.

Known limitation and refinement. Prior work acknowledges
that sampled-ISA self-composition assumes functional correctness.
This statement is conservative for soundness, since it does not
distinguish bugs that merely break functionality from bugs that also
suppress CT counterexamples. Our refinement isolates the exact
condition, which focuses checking on contract-relevant observation
divergence.
Apparent ISA trace.We distinguish the reference ISA observations
𝐼𝑆𝐴ref as defined by a golden reference ISAmodel, from the apparent
ISA observations 𝐼𝑆𝐴app as sampled by the retirement predicate
𝜙 . Equation 1 can hold for the reference ISA trace 𝐼𝑆𝐴ref , yet the
apparent trace 𝐼𝑆𝐴app may still show a violation if the CPU has
a functional bug, apparently invalidating Equation 1, precluding
a check of Equation 2 and hence preventing the detection of a
potential non-interference violation in this case. Hence, previous
works [40, 45] formulate that the CPU must be correct, i.e., free
of bugs that could cause the CPU implementation to violate the
ISA. We show that while sound, there exists a less conservative
assumption formulation that preserves soundness while allowing
some functional bugs. In the rest of Section 3.1, we always assume
that Equation 1 is satisfied for 𝐼𝑆𝐴ref .
Unsoundness condition. A functional bug causes unsoundness
when every pair of secret values that produces different microar-
chitectural observations (a violation of Equation 2) also produces
different apparent ISA traces (a violation of Equation 1 for 𝐼𝑆𝐴app).
If any such pair violates Equation 2 without also violating the ap-
parent Equation 1, then the microarchitectural difference is still
visible in the apparent non-interference check, and sampled-ISA
self-composition detects it.
Microarchitectural observation equivalence. For a given CPU,
a program P and public memory 𝑀𝑝 , we define an equivalence
relation ∼, whose equivalence classes are referred to as microar-
chitectural observation equivalence classes. We say that 𝑀𝑠 ∼ 𝑀 ′

𝑠

if both Equation 1 (instantiated with 𝐼𝑆𝐴app) and Equation 2 hold
for 𝑀𝑠 and 𝑀 ′

𝑠 . If for (P, 𝑀𝑝 ), only a single microarchitectural ob-
servation equivalence class exists, then secrets cannot affect the
microarchitectural observations when executing P on this CPU.

For (P,𝑀𝑝 ), suppose there exist at least two distinct equivalence
classes𝑀𝑠 and𝑀 ′

𝑠 (with𝑀𝑠 ≁ 𝑀 ′
𝑠 ). Let us assume the existence of

a functional bug in the CPU. The bug need not behave uniformly:
for some values of𝑀𝑠 the bug may have no effect on the ISA trace
(𝐼𝑆𝐴app = 𝐼𝑆𝐴ref ), for others it may alter it (𝐼𝑆𝐴app ≠ 𝐼𝑆𝐴ref ), and
for yet others it may alter it in a different way. What matters for
soundness is the pattern of 𝐼𝑆𝐴app across equivalence classes. To

CPU
Load data

0x00628663 =  beq x5,x6,12 Memory

Figure 2: Example of a Von Neumann setting where data,
which would decode as a branch if interpreted as an instruc-
tion, transits on the same bus as instructions.

create a false negative for (P, 𝑀𝑝 ), the apparent ISA traces must
differ across all pairs of equivalence classes: 𝐼𝑆𝐴app (𝑃,𝑀𝑝 , 𝑀𝑠 ) ≠
𝐼𝑆𝐴app (𝑃,𝑀𝑝 , 𝑀

′
𝑠 ) for all (𝑀𝑠 , 𝑀

′
𝑠 ) with𝑀𝑠 ≁ 𝑀 ′

𝑠 . This can happen
because the bug manifests for one class but not another, or because
it produces different apparent traces for both. This requirement is
captured in Equation 3.

∀𝑃,𝑀𝑝 , 𝑀𝑠 , 𝑀
′
𝑠 ; 𝑀𝑠 ≁ 𝑀 ′

𝑠 ⇒
𝐼𝑆𝐴app (𝑃,𝑀𝑝 , 𝑀𝑠 ) ≠ 𝐼𝑆𝐴app (𝑃,𝑀𝑝 , 𝑀

′
𝑠 )

(3)

Temporal traces. 𝐼𝑆𝐴app (𝑃,𝑀𝑝 , 𝑀𝑠 ) and 𝐼𝑆𝐴app (𝑃,𝑀𝑝 , 𝑀
′
𝑠 ) denote

temporal ISA architectural traces that are extended every time the
retirement predicate 𝜙 holds. Equation 1 and Equation 2 operate
over infinite traces (or up to program termination). Therefore, any
divergence between 𝐼𝑆𝐴app (𝑃,𝑀𝑝 , 𝑀𝑠 ) and 𝐼𝑆𝐴app (𝑃,𝑀𝑝 , 𝑀

′
𝑠 ) will

cause Equation 1 to be violated for the entire trace, regardless of
when the divergence occurs in the trace.
Soundness-preserving functional bugs. This distinction mat-
ters in practice because not all functional bugs threaten soundness.
Functional bugs that do not always introduce additional observa-
tions into 𝐼𝑆𝐴app, or that manifest independently of data not already
visible in the ISA trace, do not create the false-negative condition.
Soundness and unsoundness examples. Consider a bug that
causes the CPU to crash after a store depending on the store address.
Under the CT contract, the address is already part of the observation
set, so the resulting timing classes are partitioned by already-visible
information; this bug does not create a new false-negative condition.
By contrast, a bug that behaves differently depending on the store
data can threaten soundness because store data is not part of the
CT observation set. Likewise, if an integer multiplication unit has
data-dependent timing, a wrong multiplication result does not by
itself mask the timing leak unless it also forces the sampled ISA
trace to differ across all timing classes.

Sampled-ISA self-composition soundness refinement.
The functional bugs that create false negatives are precisely
those that force each distinct microarchitectural observation
equivalence class to induce a distinct 𝐼𝑆𝐴app trace.

3.2 Proof Style 2: Safe Instruction Reasoning
ConjunCT [13] and VeloCT [14] verify the safe instruction set
(SIS) property, which guarantees non-interference for programs
composed only of instructions from a predefined safe set.

Traditional safe-instruction reasoning assumption for-
mulation. ConjunCT and VeloCT assume that the analyzed
programs contain only instructions whose opcodes belong to
the safe instruction set.

Known limitation and refinement. Prior work already states
SIS only for programs drawn from a safe instruction set. This reads
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Figure 3: The SIS guarantee assumes that instruction-
carrying paths never see unsafe encodings. The presence
of an unsafe instruction elsewhere in time, for example in a
bootloader, invalidates that guarantee even if the analyzed
snippet itself contains only safe instructions.

as a source-program restriction, whereas soundness depends on a
stronger invariant over instruction-carrying state over time. Our
refinement shows that the condition is system-wide.
Soundness condition. In reality, these techniques assume more
than source-level instruction safety. They require all signals that can
feed instruction-processing logic, directly or indirectly, to contain
only safe representations (i.e., words that decode as safe instruc-
tions) at all times [12]. The cited SIS formulation should therefore
be read as imposing a proof obligation on instruction-carrying state,
not merely as a source-program restriction.
Practicality in Von Neumann systems. Safe instruction rea-
soning techniques assume that the instruction domain remains
restricted to safe instruction encodings for the whole proof con-
text. In a Von Neumann system, instruction and data traffic share
structures. This can make it difficult to guarantee that all words
appearing on instruction-carrying paths are always decodable as
safe instructions. Figure 2 illustrates such a case.
Practicality in Harvard systems. Even in Harvard-style systems,
the assumption can remain difficult to justify in realistic deploy-
ments. A CT-relevant code fragment often executes within a larger
lifecycle that includes boot code, operating-system code, or ex-
ception handlers containing unsafe encodings. Figure 3 illustrates
that the guarantee can be invalidated by unsafe encodings that
appear at a different time, even if the specific snippet of interest is
architecturally composed only of safe instructions.
Implication.Restricting the source program is therefore not enough.
Soundness requires a system-wide invariant over instruction-carrying
paths and the memories feeding them over time, which is much
stronger than the common informal statement that the program
uses only safe instructions.
Temporal aspect. In particular, this also means that currently for-
mulated safe-instruction reasoning cannot establish the correctness
of defenses that may be enabled dynamically, such as Arm DIT [3],
because those defenses do not imply that unsafe encodings are
absent from the machine for its entire powered-on lifetime.

Safe-instruction reasoning soundness refinement. An
unsafe representation appearing on any instruction-carrying
path is sufficient to invalidate the SIS guarantee and enable
false negatives.

Cell C

IFT
logic

IFT
logic

Figure 4: Adding taint to an input vector can only increase the
bitwise taint of the output vector. The duplicated IFT logic
compares the outputs produced from two different input
taint vectors.

3.3 Proof Style 3: Taint Tracking
𝜇CFI. 𝜇CFI [9] proves CT security through taint tracking: it taints
the inputs of the instruction under verification (IUV) and checks
whether taint reaches a microarchitectural sink, as required by
Equation 2. It then declassifies the IUV’s architectural outputs,
such as register-file writes and forwarding paths, so that legiti-
mate architectural propagation of the IUV’s result does not violate
Equation 1. Without this step, later transmitter instructions could
receive tainted operands through ordinary architectural data flow
and cause spurious violations. 𝜇CFI states a precondition on where
a declassified signal may fan out, and a static analysis pass checks
it on each verified design.

Traditional taint-tracking assumption formulation. “De-
classification is sound if no unexpected information flows to
the PC could have been missed when 𝜇CFI is proven. This
is guaranteed iff the following precondition is proven on a
design: all outgoing paths from a declassified signal converge
either into another declassified signal or one of the SRC inputs
to instructions before reaching the PC.”

Known limitation and refinement. 𝜇CFI discharges this pre-
condition by walking the fanout of each declassified signal. The
remaining imprecision lies in what happens once that walk suc-
ceeds. Reaching an operand input is treated as safe because operand
inputs are where taint gets injected, but that reasoning holds only
for readers the proof models as an IUV. Since IUVs are enumerated
from the ISA, a reader that is no ISA-defined instruction never has
taint injected on its behalf, while the structural check still passes.
Satisfying the precondition is therefore not sufficient.
Cause of unsoundness. A false negative means that no taint
reaches a sink such as the program counter, causing the proof to
underestimate secret-dependent observable events. Taint propaga-
tion is bitwise increasing. For a combinational cell 𝐶 with input
taint 𝐼 𝑡 and output taint 𝑌 𝑡 , replacing 𝐼 𝑡 by 𝐼 ′𝑡 such that 𝐼 𝑡&𝐼 ′𝑡 = 𝐼 𝑡

yields an output 𝑌 ′𝑡 with 𝑌 𝑡&𝑌 ′𝑡 = 𝑌 𝑡 , as shown in Figure 4. Thus,
false negatives can only result from missing taint injection or exces-
sive declassification. Since the IUV is always supplied with tainted
operands, the relevant cause here is excessive declassification.
Shared architectural and microarchitectural paths. Declassifi-
cation authorizes the IUV to transmit its output to the architectural
state, but the same paths may also carry values to transient de-
pendent instructions. The mechanism cannot tell the architectural



Inconstant: Refining Assumptions in Formal Constant-Time CPU Verification ICCAD ’26, November 08–12, 2026, San Jose, CA, USA

Table 1: Sources of unsoundness (false negatives). Here, “ap-
parent Equation 1” refers to Equation 1 with ISAapp.

LeaVe/CSL 𝜇CFI ConjunCT/VeloCT
Apparent Equation 1 Equation 2 Equation 2

flows that enforce Equation 1 from microarchitectural flows that
may affect Equation 2.
Example. 𝜇CFI taints only the IUV’s inputs. Transient or internal
microarchitectural operations are not ISA-defined instructions and
are therefore never modeled as IUVs, even though they read the
same operand inputs that the precondition treats as taint sources.
If such an operation reads secret data from the register file through
a declassified architectural path and uses it to influence branch
prediction [42] or trigger a memory access [35], the resulting CT
violation may be missed.

Taint-tracking soundness refinement. A declassified path
that satisfies the fanout precondition can still hide a violation
when one of its consumers is never modeled as an IUV.

3.4 Summary of non-interference violations
Table 1 summarizes the equations in the non-interference definition
that can be violated when assumptions of the respective tools are
violated. This also assumes no error in how a technique is mapped
to the DUT. For LeaVe [45], for example, the sampled observations
and the retirement predicate 𝜙 must be specified correctly.

4 Evaluation
We first confirm the characterizations of Section 3 by evaluating
individual assumptions with example instances (Section 4.1). We
then present Inconstant (Section 4.2), a vulnerable CPU accepted by
the evaluated tools even though it violates the CT property, which
serves as a stress-test benchmark for a non-trivial intersection of
these assumption gaps.
Tools and setup. We evaluate the publicly available automated
CT verification tools in our scope: 𝜇CFI [9] (commit 8e3cf1a), Ve-
loCT [14] (commit b0b1af1), LeaVe [45] (commit 48656b3), and
CSL [40] (commit 725445e). ConjunCT [13] has no public imple-
mentation, and its repository points to VeloCT.
Target CPU. We consider the 2-stage Sodor RISC-V CPU [5]. This
simple CPU appears in the CT verification benchmarks used by
several of the works under study [40, 45]. It has an instruction fetch
(IF) and an execution (EX) stage. It always speculatively fetches
the instruction located at PC+4, and this fetch operation is killed if
there is a change in control flow, i.e., if this simple static prediction
was a misprediction. We interpret this kill as inserting a bubble (i.e.,
a no-operation instruction). The CPU stalls in two cases: (1) when
the IF stage has been killed in the previous cycle, or (2) when it is
waiting for data from memory.
Evaluation setup. We evaluate on a server with an Intel Xeon
Gold 6258R CPU and 754GB RAM, running JasperGold 2025.06 for
𝜇CFI and CSL. Times are medians of three runs.

Table 2: Individual-assumption verification results. Pass
means no detected violation.

CSL 𝜇CFI VeloCT
Assumption 1 Pass ✓ Fail ✗ Fail ✗

Assumption 2 Fail ✗ Fail ✗ Pass ✓
Assumption 3 Fail ✗ Pass ✓ Fail ✗

4.1 Individual assumptions
We now demonstrate individual assumptions of each automated
CT verification technique under study.

For CSL, we fix its supplied Sodor wrapper: csr_io_retire
replaces exe_reg_valid, which remains high during stalls. Re-
paired 𝜇CFI corrects register-address mapping and checks both add
operands. For VeloCT our flow provides Sodor-specific input pairs
with explicit SIS semantics and an invariant post-check.

4.1.1 Sampled-ISA Self-Composition assumption. We construct a
functional bug that leads LeaVe and CSL to suffer from a false
negative for the CT property. Specifically, we modify the Sodor
implementation to include a functional bug that causes the CPU to
raise an exception if it add’s the value 0x12345678 to itself. This
functional bug introduces two distinct microarchitectural obser-
vation equivalence classes per add instruction, corresponding to
whether the instruction raises an exception or not. Because each
microarchitectural observation equivalence class maps to a distinct
ISA trace, no single ISA trace ever covers two different timings,
which leads LeaVe and CSL to miss the violation as explained in
Section 3.1.

1 add x1, x2, x3
2 exit # terminate the program
3 ...
4 exception_handler:
5 eret # return to normal execution

Listing 1: Example RISC-V snippet with an addition, sup-
posed to be CT. No exception should be taken.

CT violation explanation. Listing 1 shows a RISC-V code snip-
pet where the addition should execute in constant time: the CT
observation mode only observes the PC value sequence, and the
addition is not considered a variable-latency instruction in Sodor.
The sequential execution mode only executes the addition and exits.
Hence, according to the CT model, the program’s execution time
should be independent of the values in x2 and x3. However, due to
this functional bug, the addition will take more time if x2 and x3
contain the value 0x12345678, which violates the contract.

RTL simulation of the trigger tuple and one ordinary operand
tuple, with the trap vector set accordingly, confirms the variable
timing. Table 2 (Assumption 1) reports the tool results.

4.1.2 Safe instruction reasoning assumption. We construct a func-
tional bug that yields a false negative for SIS-style CT verification,
and that we observe directly in VeloCT. Specifically, we modify our
Sodor implementation so that once the instruction fetch buffer has
been populated by 0x00000000, an add instruction executes in 2
cycles instead of 1 cycle if an operand has the value 0x12345678.
We use Sodor’s default simulation setup [5] and experimentally
note that it occasionally supplies the instruction fetch buffer with
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0x00000000. As described in Section 3.2, the SIS proof style used
by ConjunCT and VeloCT requires instruction-carrying paths to
remain free of unsafe encodings over time, which our bug violates
when 0x00000000 reaches the fetch buffer.

1 add x1, x2, x3
2 exit # terminate the program

Listing 2: Example RISC-V assembly snippet with an addition,
supposed to be CT.

CT violation explanation. Listing 2 shows a minimalistic RISC-V
code snippet where the addition should execute in constant time,
but due to the modification that we inserted and due to the natural
presence of zero encodings on the default setup, the addition will
expose its operands through a timing channel, which is precluded
by the CT observation mode and hence violates the contract. In our
setup, these zero encodings do not appear at the ISA level because
the bus protocol marks them invalid.

RTL simulation of the trigger tuple and one ordinary operand
tuple confirms the variable timing. Table 2 (Assumption 2) reports
the tool results.

4.1.3 Taint tracking assumption. The functional bug that we in-
troduced in Section 4.1.1 will be detected by 𝜇CFI because the
architectural control flow is a function of an architectural state.
This resembles CVE-2024-44927, which 𝜇CFI found in the Kronos
CPU [9], where a jump or a branch can read the input register of
the previous instruction when the memory does not acknowledge
a request in the next cycle, making the architectural control flow
depend on that data. Instead, we modify our Sodor implementa-
tion to extend the stall by one cycle if the x1 register contains the
value 0x12345678. This leak rides on a stall rather than on an ar-
chitectural transaction, so no IUV carries it and, as discussed in
Section 3.3, 𝜇CFI cannot detect it. Microarchitectural activity that is
not backed by a committed instruction has caused real bugs, from
stale register-file contents leaking on AMD Zen 2 [32] to specu-
latively executed compressed floating-point instructions hanging
VexRiscv (CVE-2023-34896) [36].

1 add x1, x2, x3
2 ld x5, 0(x4) # Assume that address x4 is mapped
3 exit # terminate the program

Listing 3: Example RISC-V assembly snippet with an addition,
supposed to be CT. The stall of the load instruction may be
extended depending on the value of x1.

CT violation explanation. In Listing 3, the addition should again
execute in constant time, since the CT observation mode only
observes the PC value sequence. We assume that x4 contains a
properly mapped address, i.e., that it will not cause an exception
according to the ISA, but will cause the load to stall for at least one
cycle. The CSL A3 run adds a one-cycle memory response because
the supplied scratchpad cannot otherwise activate this load-stall
trigger. The sequential execution mode only executes the addition,
the load, and exits. However, information about the operands of
the addition leaks through the timing of the program (either the
stall is extended or not), violating the contract.

RTL simulation of one trigger value and one ordinary value in
x1 confirms the variable timing. Table 2 (Assumption 3) reports the
tool results.

4.2 Inconstant
We now introduce Inconstant, a vulnerable CPU used to test the
combined limits of the evaluated proof setups. The individual exam-
ples validate each refined soundness condition in isolation, whereas
Inconstant shows that these conditions can co-occur in one design
and jointly evade the evaluated proof styles.

4.2.1 Design of Inconstant. We first express the requirements for
an undetectable vulnerability. We then present one instance of such
a vulnerability through Inconstant.
Requirements. From Section 3, an undetectable vulnerability must
simultaneously exploit all three classes of assumptions. First, the
CPU must have an architectural bug that makes the apparent ISA
trace a function of the leaked information whenever the vulner-
ability occurs, typically through a different control flow decision.
Second, the leakage must occur microarchitecturally yet transmit
over an architectural path, typically by speculatively reading the
architectural state. Third, the leakage must require an instruction
path populated by signals interpretable as an unsafe instruction.
Under these conditions, the vulnerability creates a data-dependent
commit time, which the evaluated tools observe.
Vulnerability.We use Inconstant to denote the following modified
2-stage Sodor implementation.

Ghost Delay Vulnerability (GDV). If the instruction buffer
has ever been populated with 0x00000000, an EX stage stall
will take two cycles instead of one cycle and skip two instruc-
tions if x1 contains 0xdec0dedd.

Functional bug. The GDV includes a functional bug that influ-
ences the program’s control flow in different ways depending on
the microarchitectural observation. Concretely, if the stall takes one
cycle (which is the normal behavior in the absence of the GDV), the
functional bug is not triggered, and the next instruction is located
at PC+4. If the stall takes two cycles because of an activation of the
GDV, implying in particular that x1 = 0xdec0dedd, which is the
secret information that we intend to leak, the next instruction is lo-
cated at PC+12 instead of PC+4. Hence, by construction of the GDV,
any secret-dependent change in observable events (Equation 2) implies
a change in the ISA trace (Equation 1), rendering the GDV unde-
tectable by tools that extract the ISA trace from the implementation,
like LeaVe [45] and CSL [40].
Architectural path sharing. The GDV relies on a bubble during
stall, reading x1’s value to determine whether to stall for a second
cycle. Because this bubble is not an ISA-specified instruction, it will
not be tested by 𝜇CFI, which has no means of knowing the existence
of this instruction. Additionally, only IUVs will read tainted data
through architectural paths. Hence, because it reads x1 through
an architectural path (the register read port), the ghost bubble
instruction will see x1, and hence x1’s equality to 0xdec0dedd,



Inconstant: Refining Assumptions in Formal Constant-Time CPU Verification ICCAD ’26, November 08–12, 2026, San Jose, CA, USA

Table 3: Original Sodor (S) and Inconstant results.
𝜇CFI/VeloCT entries count instructions reported safe.
†marks a CSL domain excluding the GDV; ‡marks a VeloCT
domain excluding its triggering execution.

LeaVe CSL 𝜇CFI VeloCT
Time (S) 1h 28min 10s 1h 40min 68s
Result (S) Pass Pass 28 21
Time (Inconstant) 2h 16min 9s 33min 89s
Result (Inconstant) Pass Pass† 28 21‡

untainted, and hence its impact on the commit signal and on the
PC will remain undetected.
Unsafe population of instruction paths. A condition for the
GDV to be triggered is that the instruction buffer has at some point
been populated with 0x00000000. Establishing the absence of un-
safe instructions (instructions, such as branches, whose encoding
is not in VeloCT’s safe set) in a general system requires strong
global assumptions. As explained in Section 3.2, a Von Neumann
architecture fetches instructions frommemory, where data can take
any value including 0x00000000, so no static argument keeps that
word out of the instruction buffer. Bus protocols also carry arbitrary
data as long as control signals mark it invalid. In addition, besides
the presence of unsafe instructions such as control-flow instruc-
tions, fetch address prediction like phantom jumps [46] or Sodor’s
next-address predictor, might fetch unexpected values outside of
the strict program order.
Data-dependent trace. Once the instruction buffer has been pop-
ulated at least once with 0x00000000, the GDV causes the commit
time to leak whether the x1 register is 0xdec0dedd. Stalls happen
at every control-flow change, and such stalls are already permitted
by the non-interference property. LeaVe proves that the original
CPU satisfies a contract that does not expose load addresses [45],
although loads can stall. The public VeloCT campaign covers 21
arithmetic and logic instructions, excluding both loads and the trig-
gering control-flow instruction, hence its unchanged count does not
test the GDV execution. The GDV only makes an already-permitted
stall last one cycle longer in a secret-dependent way.

4.2.2 Implementation and Verification. Inconstant is based on the
2-stage Sodor [5] (commit 32d49f9) and adds 49 lines of Chisel
code. We have confirmed the vulnerability in RTL simulation by
executing the snippet in Listing 4 with the trigger and a non-trigger
value for x1, which violates the CT contract on Sodor’s default
simulation setup [5] where the instruction buffer has already been
populated with 0x00000000 data.

1 jal zero , jump_target
2 nop
3 jump_target:
4 exit # terminate the program

Listing 4: Example RISC-V code creating a data-dependent
timing variation on Inconstant.

Verification results. Table 3 summarizes the reported runs of
the reference 2-stage Sodor and of Inconstant, including their wall
times. The dagger marks CSL’s published-domain result: its as-
sumptions make the GDV trigger unreachable, so the Pass does
not establish security for the vulnerable behavior. For 𝜇CFI, the

reported time is the wall time of the complete 28-instruction run.
The corrected-state LeaVe setup reports Pass in three co-scheduled
runs (median 8,180s), after fixing both missing RTL connections
and listing all GDV state. This establishes a false negative; its timing
is not directly comparable with the sequential campaign. 𝜇CFI’s
unchanged 28-instruction result is also a false negative. VeloCT’s
21-instruction count excludes the triggering execution. CSL’s proof
excludes the GDV as well; removing its illegal-instruction and same-
ISA-trace assumptions makes the trigger reachable and produces a
counterexample.

5 Discussion
Other capabilities. Besides verifying constant-time properties,
𝜇CFI can also detect functional bugs, either via its main mechanism
or through CellDFT, a complementary data-flow tracker that moni-
tors whether wrong data can populate the program counter [9].
Functional correctness. Bug detection is still an open challenge.
LeaVe [45] assumes functional correctness, yet 𝜇CFI later uncovered
bugs in Ibex [28], one of the CPUs on which LeaVe was evaluated.
Nevertheless, we have shown in Section 3.1 that only a well-defined
class of functional correctness bugs can lead to unsoundness for
LeaVe and CSL.
Backdoors. It is unlikely that all of these conditions would acci-
dentally align in the same design, so we encourage verification
engineers to combine multiple techniques, even though Inconstant
shows the combination is still imperfect. As shown in Section 4.2,
an attacker with access to the design who tries to confuse veri-
fiers into approving a vulnerable design as CT can exploit these
assumptions. A long line of work studies how backdoors reach a
design through untrusted third-party IP cores and how to detect
or neutralize them [4, 30, 43, 44, 49, 50], and malicious commits to
open-source hardware repositories offer the same opportunity.
Purpose of Inconstant. Inconstant is not a claim that this exact
vulnerability is representative of deployed CPUs, nor merely a hard-
ware Trojan example. It is a stress-test benchmark for intersecting
assumption gaps, showing that multiple reasonable proof styles can
fail on the same design at once. Future verifier authors can use it as
a regression benchmark when adding stronger soundness checks.

6 Guidelines for verification users
None of the evaluated tools provides an unconditional end-to-end
CT guarantee. However, each proof style can be strengthened with
targeted checks. Below, we distill three guidelines that verification
users can apply today to close the gaps identified in this paper.
Guideline 1: Check contract-field faithfulness, not full cor-
rectness. Sampled-ISA self-composition (LeaVe, CSL) does not
need a bug-free CPU; it needs the ISA trace projected onto the con-
tract observation fields to be faithful. As shown in Section 3.1, only
bugs that create a distinct apparent ISA trace for every microar-
chitectural observation equivalence class can cause unsoundness,
through a systematic divergence in the contract-relevant observa-
tions. Bugs that corrupt other state, such as a wrong computation
result, without always affecting these observations are benign for
soundness.

Concretely, a verification user could:
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(1) Cross-check the contract interface. Run a reference ISA model
alongside the DUT and compare only the fields that the
CT contract defines as observable (PC, memory addresses,
timing-sensitive operands), which is cheaper than full func-
tional equivalence checking yet sufficient.

(2) Stress the retirement predicate. Functional bugs that cause un-
soundness must manifest through the retirement predicate 𝜙 .
Fuzz or formally verify that 𝜙 fires at the correct points.

(3) Prioritize data-dependent control-flow bugs. Commercial CPU
errata span many bug classes, as the trigger taxonomy of
RemembERR [38] shows. Equation 3 isolates the subset that
matters for soundness here, so targeted bug-finding cam-
paigns might cover it efficiently.

Guideline 1. Cross-check the DUT’s ISA trace on the con-
tract observation fields only. This is strictly weaker than full
functional correctness but sufficient for soundness.

Guideline 2: Check the system-level invariants behind SIS
proofs. Safe instruction reasoning (ConjunCT, VeloCT) establishes
the SIS property under the premise that only safe instruction en-
codings reach instruction-processing logic. As shown in Section 3.2,
connecting that guarantee to end-to-end CT requires establishing
this premise as a system-level invariant, not merely restricting the
analyzed source program.

When the invariant is included in the proof or enforced by the
system, the SIS result supports an end-to-end CT claim. When it
has not been established, the result should remain scoped to the
safe-instruction domain. It can still identify data-dependent timing
behavior within that domain.

Verification users should observe the following constraints:
(1) Interpret SIS results in a system context. The result is valid

only under the assumption that the entire instruction path
is free of unsafe encodings at any point in time.

(2) Account for dynamically toggled defenses. For mechanisms
such as ArmDIT [3], establish that instructions executed out-
side the enabled window cannot invalidate the instruction-
domain invariant required by the SIS result.

(3) Scope SIS to linear-control-flow subsystems. For restricted-
domain systems where only safe instructions are expected,
SIS results may be combined with runtime monitors that
check instruction-buffer contents.

Guideline 2. When using an SIS proof to support an end-
to-end CT claim, prove or enforce that only safe encodings
reach instruction-processing logic throughout the relevant
execution scope.

Guideline 3: Check that every consumer of a declassified
signal is verified as an instruction. Taint tracking with declas-
sification (𝜇CFI) clears taint on the architectural output paths of
the instruction under verification, and already walks the fanout
of each declassified signal to require that it converge on another
declassified signal or on an operand input of an instruction. As
shown in Section 3.3, that walk does not settle the question, be-
cause an operand input is only a taint source for readers that the
proof enumerates as an IUV.

Verification users should observe the following constraints:

(1) Match consumers against the IUV list. For each operand input
that terminates a fanout walk, identify every logic path that
can drive a read of it. A path belonging to no ISA instruction,
such as a pipeline bubble, makes the declassification unsound
even though the fanout check passes.

(2) Restore taint at unmodeled consumers. Where such a con-
sumer exists, re-inject taint there or delay the declassifica-
tion until the transient window has closed. Automatically
deciding which readers correspond to a modeled instruction
remains an open research problem.

Guideline 3. A passing fanout check only shifts the obliga-
tion. Confirm that every reader reached by that check is an
instruction the proof enumerates.

The check behind Guideline 3 extends the existing fanout walk
with a lookup of which readers the proof enumerates. Its cost is
expected to follow the number and reach of declassification points.

7 Related Work
Other CT verification tools. UPEC [15] is a manual technique
that verifies similar properties. It requires information about the
source of the speculation and requires interactive human judgments
about whether partial information flows through the microarchi-
tecture are legitimate. UPEC-DIT [11] verifies the SIS property like
ConjunCT [13] and VeloCT [14], inherits the same limitations im-
plied by the SIS property, and additionally requires the manual
extraction of design conditions. Finally, SynthLC [20] synthesizes
leakage contracts from SystemVerilog, relying on the functional
correctness of the existing program counter registers and requiring
significant manual effort, e.g., adding 23 dedicated registers and
over 100 lines of new SystemVerilog code to the CVA6 codebase.
Their soundness depends on expert manual intervention, and that
of SynthLC also on the correctness of the hardware design itself.
Limitation analyses of formal verification. Rushby [33] dis-
cusses the strengths and weaknesses of formal methods for the
certification of critical systems. Hurley et al. [24] study how for-
mally specified temporal logic can be misused or misunderstood
by humans, creating gaps between intended properties and what is
actually validated. Dessouky et al. [10] underline, through a bug
finding competition case study, that the comprehensiveness of for-
mal methods is limited by the user-expressed properties.

8 Conclusion
This paper shows that the automated RTL CT verification tech-
niques analyzed here prove security only under stronger assump-
tions than their high-level descriptions suggest. We identified the
conditions needed for soundness and showed that violating them
can hide CT-contract violations. We demonstrated this gap with
Inconstant, a modified 2-stage Sodor CPU that violates CT behavior
and separates established false negatives from vacuous or incom-
plete evaluations. These results clarify what each technique must
still prove, and guide both its users and future work in this area.
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